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Colleague Privacy Policy 

 
 
 

Introduction 
 
This policy explains how we, M&S, use your personal data (information that is personal 
to you and could identify you).  It also sets out your legal rights relating to personal 
data.  
 
Your personal data includes: 
• your name, address and contact details 
• your M&S employee number and National Insurance number  
• health information, and 
• information about your work performance. 
 
Protecting your personal data is very important to us. When collecting, using and storing it 
we keep to all relevant data protection laws, including the UK General Data Protection 
Regulation (GDPR).  
 
This policy applies to all colleagues (M&S employees and contractors) in the UK.   
 
In this policy, references to M&S mean Marks and Spencer plc and other companies within the 
M&S Group, if appropriate. 
 
 

1 What personal data we collect 
We collect the following personal data. 
 
• Information from your job applications and interviews, your CV, and any references we 

receive 
 

• Your name, address and other contact details 
 

• The name, address and other contact details for your next of kin 
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• Information about your work and performance, including absences and your location or 

whereabouts 
 

• Your bank account details, tax code and National Insurance number 
 

• Your pay, bonuses, share options, awards and schemes, and other colleague benefits 
 

• Information about grievances and disciplinary issues 
 

• Information about your health and medical conditions, including records of sickness 
absence  
 

• Your race and ethnic background 
 

• Your sexual orientation or sexuality 
 

• Details of unspent criminal convictions (that is, convictions you have to tell employers 
about by law) 
 

• Information about criminal offences you are suspected or accused of  
 

• CCTV recordings and images of you 
 

• Communications you have sent or received in the course of your work for us, including 
letters, emails and Microsoft Teams messages  
 

• Information about your online activities at work or on work devices, or any online activity 
which affects your job with us 

 
• Information about purchases made using your colleague discount 
 
We may also collect other types of personal data about you if we need it for the purposes 
described in section 3 below.  In very exceptional circumstances this may include sensitive 
information about, for example, your political, religious or philosophical beliefs, trade-union 
membership, unique characteristics such as fingerprints (biometrics) or your sex life. Extra 
legal protection applies to sensitive information. 
 
 

2 How long we keep your personal data 
We will not keep your personal data for longer than necessary and will delete it when we no 
longer need it. The longest time we'll hold personal data for is normally seven years after 
your employment ends, but this depends on the type of data. 
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3 What we use your personal data for 
We and our partners and agents use personal data about colleagues for a wide variety of 
purposes, including the following.  We may use artificial intelligence (AI) for some of these 
purposes. 
 
General 
• To select and recruit staff and hire contractors, and manage their employment or 

contract 
 
Pay and benefits 
• To deduct taxes and National Insurance contributions from pay 
• To provide benefits and workplace services to colleagues  
• To manage pay, bonuses and contributions to pensions, share schemes and awards 
 
Work performance, wellbeing and health and safety 
• To protect the health, safety and wellbeing of our employees, contractors, customers and 

other people, including to provide occupational-health support 
• To manage, monitor and improve performance at work and career development, 

including attendance and promotions 
• To supervise, train, coach and give feedback to colleagues 
• To contact next of kin when necessary 
• To manage colleagues and teams, and to allocate and plan shifts and resources 

 
Legal purposes, company policy and misconduct 
• To manage disciplinary and grievance processes 
• To make sure colleagues keep to our policies and the law 
• To meet our legal requirements, including any obligation to provide information to the 

police or government bodies 
• To manage legal disputes and court cases, and get legal advice 
• To exercise our legal rights, including under employment contracts 
• To meet our responsibilities under employment contracts 
• To review and assess performance  
Monitoring and collecting feedback 
• To monitor activities and behaviour at work, and investigate colleagues in line with our 

policies and the law 
(There is more information on monitoring employees in our Acceptable Use Policy.) 

• To promote equality and diversity and keep to laws relating to discrimination and equal 
opportunities 

• To collect colleagues’ feedback and views on their job and M&S, including anonymous 
feedback through Your Voice surveys 
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Preventing and detecting crime 
• To prevent and investigate fraud, theft and other crimes, and inappropriate behaviour  
 
Buying and selling businesses 
• To buy other businesses, including buying shares in businesses or buying assets (for 

example, brands, software or buildings) from them 
• To sell or transfer any part of M&S to other businesses, enter into mergers or partnerships 

with other businesses, and similar activities  
 
Other 
• To provide insurance cover for us and our colleagues 
• To work with suppliers, service providers and other partners such as M&S Bank, Ocado 

and the charities we support  
• To provide goods and services to customers (including businesses that buy products or 

gift vouchers from us) 
• To provide references to employers, banks, providers of credit, loans or mortgages, 

colleges, universities and other education or training providers 
• To contact ex-employees in connection with our Alumni scheme, for the purposes of re-

hiring, or to deal with salary overpayments or underpayments 
 

4 Who we share your personal data with 
We will share your personal data with other organisations if this is necessary for the purposes 
described in section 3.  This includes sharing information with other companies in the M&S 
Group and companies that we own 50% or more of the shares in. 
 
We may also share your personal data with our professional advisers (such as solicitors, 
accountants and consultants), government bodies, the police, law-enforcement 
organisations such as the CPS, and companies we may sell businesses or business assets to.  
We also share personal data about colleagues with insurers, partners, suppliers, agents and 
service providers (such as companies providing training, payroll services or IT support). 
 
We will only share your personal data in line with the law, and will take steps to make sure 
that any information we share will be held securely. If we share your personal data with 
service providers, our contract with them will require them to use it in line with our 
instructions and not for any other purposes. 
 

5 The lawful bases for using your personal data 
Under data protection law, we can only collect and use personal data when one or more of 
the conditions set out in data protection law, including the UK GDPR, apply.  We must tell 
you which conditions (the lawful bases) apply to our use of your data and the details are set 
out below. 
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The usual lawful bases 
In most cases, the lawful bases for collecting and using your personal data are as follows. 
 
• Legitimate interests  

It is in our or another organisation’s genuine and reasonable interests (unless the need to 
protect your personal data takes priority over our interests).  Our legitimate interests 
relate to the purposes set out in section 3 of this policy.    
 

• Contract  
It is necessary for us to keep to employment contracts.  
 

• Legal obligation  
It is necessary for us to keep to the law. 

 
Additional lawful bases for sensitive information 
When we use types of personal data which are defined as ‘special category’ (mainly 
information about your health, race or ethnic background), or which relate to criminal 
offences or convictions, we will make sure that one of the additional lawful bases listed 
below also applies. 
 
• Consent  

You have specifically agreed to us using the information, and have not withdrawn your 
permission (which you can do at any time). 

 
•  Employment, social security and social protection (if authorised by law) 

It is necessary for us to keep to employment laws or exercise our legal rights under those 
laws. 

 
•  Reasons of substantial public interest (with a basis in law) 

It is necessary: 
- for maintaining and promoting equal opportunities (including racial and ethnic 

diversity in senior roles); 
- to prevent or detect crime; 
- to protect children or other people at risk of harm or neglect; or 
- for insurance or pensions purposes. 
 

 
• Legal claims or judicial acts 

It is necessary for getting legal advice, or for legal disputes and court cases. 
 

  

6 Transferring personal data outside the UK 
It may sometimes be necessary for us to send your personal data somewhere outside the 
UK, including to countries whose laws don’t provide as much protection as UK law. For 
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example, we share personal data with technology and payroll service providers in the USA, 
India and Mauritius, where data protection laws do not provide the same level of protection. 
 
If we need to send your personal data to somewhere outside the UK, we will make sure that 
we do so in line with UK data protection law. We will also take steps to make sure your 
personal data is protected in the same way as it would be in the UK.   
 
We check the data security policies of companies before we share information with them, 
and our contracts with those companies will require them to keep your personal data safe. 
 
In most cases, our contracts with the overseas companies we send personal data to will 
include clauses which the UK’s regulator, the Information Commissioner’s Office, has formally 
approved for transferring data outside the UK. The clauses are set out at 
ico.org.uk/media/for-organisations/documents/4019539/international-data-transfer-
addendum.pdf. 
 
In exceptional circumstances, and when allowed under data protection laws, we may need to 
transfer your personal data outside the UK to a location where data protection laws do not 
provide the desired level of protection, and the contract clauses approved by the ICO are 
not in place. Such exceptional circumstances include when: 

• you have specifically agreed to the transfer 
• the transfer is needed under the contract between you and us, or 
• the transfer is necessary for dealing with legal disputes and claims. 

 
 

7 Your data protection rights 
You have several legal rights under data protection laws. These include the right to: 
• receive a copy of the personal data we hold about you  
• correct inaccurate information we hold about you  
• require us to delete personal data about you which we don't have a lawful basis to hold  
• restrict how we can use information relating to you 
• object to your personal data being used for certain purposes, including to make a 

decision about you through automated processing (this is where decisions are made 
without a person being involved), and  

• require us to send you (or another organisation) your personal data in a way that can be 
automatically read by a computer. 

 
If you want to exercise any of the above rights, please email Datasubjectrights@mands.com.  
 
There is more information on your rights on the website at ico.org.uk. 
 
 

8 Changes to your personal details 

https://ico.org.uk/media/for-organisations/documents/4019539/international-data-transfer-addendum.pdf
https://ico.org.uk/media/for-organisations/documents/4019539/international-data-transfer-addendum.pdf
https://ico.org.uk/
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Your personal details may change over time (including if, for example, you change address, 
get married, have specific needs, switch banks). Please tell us about any changes as soon as 
possible through the MyHR system. 
 
Deliberately providing false personal details will lead to disciplinary action. This could result 
in you being dismissed, especially if the inaccurate information was provided for fraudulent 
purposes. 
 

9 Complaints 
If you're unhappy about the way we have handled your personal data, you can make a 
complaint to our Data Protection Officer by emailing DataProtectionOfficer@mands.com. If 
you are unhappy with our response to your complaint, you can refer it to the Information 
Commissioner’s Office (further information is available at ico.org.uk.). 
 
 
Policy Update record 
 

 

Date change made Brief details of the change 
December 2020 • Policy Simplification and tone of voice review 
September 2021  • Updated due to MyHR implementation and additional tone of voice review 
May 2022 • Amendments to Section 1 and Section 2 
February 2023 • Amendment of Policy in line with Plain English Principles  
February 2024 • Amendment to Section 4 relating to use of ex-employee’s data 
January 2025 • Amendments to Section 1 (colleagues’ location and use of colleague 

discount), Section 3 (use of AI and clarification on use of colleague data for 
performance purposes, and for allocating and managing staffing and 
resources)  

https://ico.org.uk/

